Classroom Tools

e Configuring Class Manager

e Class Manager Features

e Apple Classroom app




Configuring Class Manager

Overview

Mosyle's Class Manager offers teachers a specialized tool to ensure students are focused on learning by
providing a core set of functionalities for classroom tasks. It also empowers teachers to disable or allow the
camera, enable Bluetooth, verify devices are compliant with teacher defined policies, and ensure that Apple
Classroom is automatically configured to be used in conjunction. Class Manager works across any network so it's
a great tool to use with Apple Classroom when students are face to face or standalone when they are in remote

learning.

Configuring Classes

The Mosyle Class Manager will automatically populate classes and rosters that are created in or imported into
Mosyle. Apple School Manager (ASM) can provide an automated way of creating and updating courses and

rosters using integration with your Student Information System (SIS), Google Workspace, Microsoft Azure AD, or

by SFTP upload.

If you are not leveraging Apple School Manager, you can download the spreadsheet templates in Mosyle to

populate your user information under My School > Integrations > Spreadsheet.

The option to create Classes/Courses manually within the MDM is also available. To do so, navigate to My
School > Hierarchy > Courses > + Add New Course, and then give it a name. Once the Course is created,

associated classes can be configured.


https://support.apple.com/en-md/guide/apple-school-manager/axmff5b12e69/web
https://support.apple.com/en-md/guide/apple-school-manager/axmfdbfe215b/web
https://support.apple.com/en-md/guide/apple-school-manager/axm3ec7b95ad/web
https://support.apple.com/en-md/guide/apple-school-manager/axm26e20e320/web

Accessing Class Manager

Teachers and Administrators can access Class Manager from the Mosyle Manager app or by logging in to the

Mosyle Web Panel. Administrators will be able to view and access all classes configured in Mosyle, teachers will

be able to view and access only the classes they are assigned. To start a class, click the name of the Class in the

Class Manager tab.

accessing-class-manager.png

After selecting a class, the Class Manager Features are organized into the following sections:

e Class Feed

e Class History (macOS only)
e Study Apps

e Study Sites

e Heads Up!

e Safe Test

e App Lock

e Quick Poll

e Settings

class-manager.png


https://myschool.mosyle.com/
https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.1-configuring-class-manager/accessing-class-manager/accessing-class-manager.png
https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.1-configuring-class-manager/accessing-class-manager/class-manager.png

Class Manager Features

Class Feed

Each class features a Class Feed which is a message forum for the teacher and students in the class.
Administrators, Teachers, and students can post messages within the Class Feed in the Mosyle Class Manager

for others to see. Only messages containing text can be sent.

Deleting Messages

Teachers can delete individual messages within the Class Feed as needed.

Enable or Disable Class Feed

Posting in the Class Feed can be enabled or disabled for student devices by the Mosyle Admin under My School
> Preferences > Other Settings > General Preferences > Check or Uncheck "Allow students to post in the Class
Feed". When this option is unchecked, students are unable to post in the Class Feed but can still view messages
posted by Teachers or Administrators. The setting configured will apply to the entire account and all

students/classes.

Starting a Class & Class Preferences

To access the features of Mosyle Class Manager, the teacher will need to first select the class. After selecting the
class, the teacher can navigate between managing iOS/iPadOS devices or macOS devices using the dropdown

menu at the top.

start-class.png

Students assigned to the class are listed on the right side. Any students that are absent should be selected so
that commands initiated during the class session will not be sent to the student device. Since Class Manager
commands are delivered over the network and do not require students to be within proximity of the teacher
device, if a student is not present in class, their device will still be affected by commands if they are not marked
"Absent".


https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/starting-a-class-and-class-preferences/start-class.png

The middle section allows teachers to define their Start Class Preferences, or preferences that will be applied
immediately upon starting the class.

Prepare the Classroom App

Toggle on the option to ensure the Education Configuration profile is installed on all devices when starting the
class. The Education Configuration profile is necessary to configure MDM-synced classes in Apple Classroom. If
the Mosyle Administrator has configured settings to prevent the installation of the Education Configuration profile,

it will not be installed, even if toggled on.

Administrators can configure the settings for the Education Configuration profile under:

e My School > Hierarchy > Locations > Check or uncheck the box for “Do not install the Education Profile
for any students or teachers at this location. If the users belong to more than one location the education
profile will not be installed for either location.”

e My School > Preferences > Other Settings > i0OS/iPadOS and/or macOS > Check or uncheck the box
for “Automatically install and update the Education Configuration profile for Apple Classroom app on all
devices and allow teachers to use the Education Configuration profile during "Start Class" in Mosyle
Class Manager.”

Hide apps not listed on Study Apps

Toggle on the option to immediately hide or block all applications installed on student devices that are not listed in
the Study Apps list after clicking “Start Class”. On iOS and iPadOS devices, apps not selected in Study Apps will

be hidden. On macOS devices, apps not selected in Study Apps will be unable to launch.

Apply my Study Sites

Toggle on the option to immediately block websites that are not specified in the Study Sites list after clicking
“Start Class”. Study Sites utilizes a global proxy to only allow the sites listed. Since devices can only have one
global proxy profile installed at a time, any other global proxy configured in the Web Filter management profile will
be removed to install the configuration for Study Sites. When the class is over, the global proxy configured in the

Web Filter management profile will be reinstalled.

If a specific global proxy is required on devices at all times, or if a DNS Proxy Extension is being utilized, its
recommended Administrators remove the option for teachers to use Study Sites under My School > Preferences
> Other Settings > i0S/iPadOS and macOS > Check the box "Do not allow teachers to use "Study Sites™ >
Save.

Mute all apps (i0S & iPadOS only)

Toggle on the option to immediately mute application sounds after clicking "Start Class". This feature will also

block app notifications.

Enable Bluetooth




Toggle on the option to immediately enable Bluetooth on devices after clicking "Start Class". On iOS and iPadOS
devices, Bluetooth will be forced on and cannot be turned off. While enforced, students will be unable to pair new

devices. On macOS devices, Bluetooth will be turned on.

Class Duration

Set the duration of the class to ensure student devices are automatically released from any restrictions at the end
of class. Use the slider tool to set the duration of the class (in minutes). If necessary, the duration of the class can

be increased by clicking “+10 min”, or the class can be ended before the expected time by clicking “End Class”.
Start Class

Click Start Class to apply any configured preferences. Students will be notified the class has begun. When the

class has concluded, end the class by clicking "End Class" or use the toggle to turn the class "Off".

If starting a class where students are not assigned 1:1 to devices, teachers will be prompted to select a "Shared
Device Group" to be used. Only Shared Device Groups in the same location as the teacher/class will be
available. The location for the Shared Device Group can be modified under My School > Hierarchy > Shared

Device Groups > Select the group > Edit.

After selecting the Shared Device Group, teachers can choose to automatically assign students to devices or

allow students to self-assign by choosing their name/photo from the class roster data.

e Auto Assignment: Mosyle will randomly pair 1 student per 1 device enrolled in the selected Shared
Device Group. Students will be able to identify which device they have been assigned to by viewing the
lock screen where their name and photo (if uploaded) will be displayed. Teachers will be able to view
which device each student is assigned within the Class Manager app as the device name will be
displayed directly under each student's name.

e Roster: Mosyle will display all students' names and photos (if uploaded) on the lockscreen of each
device enrolled in the Shared Device Group. From this view, each student can select their name or
photo to login and complete the assignment of the shared devices.

Class View

Once a class is started, teachers can view information regarding student devices during the class. Options and
features available per OS are listed below.

e Status

e Timeline (macOS)



Live Screen (macOS)

Screenshots (macOS)

Absent

Refresh Screen (i0S/iPadOS)

Allow Camera & Block Camera (i0S/iPadOS)

iOS /iPadOS Class View

ios-view.png

e Status
After the class is started, teachers will see a list of their students along with the name of the device
assigned to the user. Additional information such as battery level, WiFi, Bluetooth status, and Camera
access will be displayed. Teachers can click "Send Push" to call the device to the MDM to retrieve any
pending commands. Click "Refresh Screen” to refresh the class roster view.

e Absent
The Absent tab allows teachers to make any modifications to the list of students marked absent for
class. This way if any students happen to be tardy, the teacher can remove them from the absent list so
they are included in the class.

e Allow Camera
Some Administrators apply a restriction to student devices which block the use of the Camera
application. In this scenario, including the Camera app in Study Apps will not allow the use of the
Camera app as the restrictions will take precedence. Teachers can temporarily allow the Camera to be
used during class by clicking "Allow Camera" which will temporarily remove the Camera restriction. The
restriction will be reapplied when the class ends or when teachers click "Block Camera”.

e Block Camera
Teachers can apply an additional restriction for the Camera application using the "Block Camera"
option. This will prevent the use of the Camera in any/all applications on the device.

macOS Class View

macos-view.png

e Status
After the class has started, teachers will see a list of their students along with the name of the device
assigned to the user. Additional information such as WiFi and Bluetooth status will be displayed, along
with the option for the teacher to "Send Push" to call the device to the MDM to retrieve any pending
commands.

e Timeline (macOS only)
View a chronological timeline of student interactions with applications installed on the Mac. To the right
of each student's name is a chart displaying the applications accessed during class and the duration
each was open. Only the application that is present in the foreground on the Mac will be displayed. The
Timeline is updated every 5 seconds.timeline.png

e Live Screen (macOS only)
Teachers can view the screens of student devices in real time. Selecting this option will display the
screens of all students at the same time. Live Screen requires student's grant Screen Capturing privacy
permissions for the Mosyle Manager application. live-screen.png To view an individual student's
screen, click the Mac icon. The student's screen will be displayed in an individual pop-up, from here
teachers can take a screenshot of the screen or view it in full screen. screen.png

To take a screenshot or view in full screen:


https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/class-view/ios-view.png
https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/class-view/macos-view.png
https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/class-view/timeline.png
https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/class-view/live-screen.png
https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/class-view/screen.png

1. Click the Mac icon for the student device

2. Click the Save icon at the bottom right of the screen or expand to see it in full screen

Any and all screenshots of student devices will be accessible to view in the Screenshots tab or in Class

History.

e Screenshots (macOS only)
Screenshots of student screens while displayed through the Live Screen feature can be taken during
class and viewed during the class session by clicking the Screenshots menu item. A history of all
screenshots will be available by date under the Class History.screenshots.png

e Absent
The Absent tab allows teachers to make any modifications to the list of students marked absent for
class. This way if any students happen to be tardy, the teacher can remove them from the absent list so
they are included in the class.

Notes:

e Live Screen uses peer-to-peer communication and requires devices are on the same local network.
Live Screen will not work if student devices are remote or on a different network than the teacher
device.

e Communication is through the dynamic port range (~49k through 65k).

e For privacy purposes, the macOS will prompt students to allow screen capture permission for the
Mosyle Manager app in order for teachers to view the screens. There is no way to bypass this prompt.
Teachers can use the Apple Classroom application to view student screens without prompting for
permission.

Study Apps

The Study Apps feature allows teachers to create a list of allowed apps for each class, allowing customization of
app access based on the unique characteristics of each group of students. The Study Apps configuration will be

applied to all students in the class.
study-apps.png

When Study Apps is enabled, only the apps available in the list will be accessible. On iOS and iPadOS devices,

apps not listed will be hidden. On macOS devices, apps not listed will not launch.

Notes:


https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/class-view/screenshots.png
https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/study-apps/study-apps.png

e If a specific app is required on devices at all times, its recommended Administrators let teachers know
to always include the app in their list of Study Apps. For example, an app used for a web filtering
solution. If you need assistance, submit a Support Ticket and our team will be happy to help.

e Apps installed through Study Apps are not removed from devices when the class ends. To remove any
apps installed through Study Apps, go to Management > Devices Overview > Select the devices >
Remove all apps > Remove apps no longer assigned.

Access the Study Apps List

To access the list of Study apps, navigate to the Mosyle Class Manager > Select the class > Click Study Apps

from the menu on the left side of the screen.

Add or Remove Apps in the Study Apps List

To add applications to the list of Study Apps, click the “Add application(s) to the list” button at the bottom of the
screen. Teachers can search for applications available in the Apps and Books token, the App Store, or by
searching a list of Native Apps. The availability of each list is dependent on the access permitted by the school's

Mosyle Manager Admin, see additional information below.

After finding and selecting the application to add to the list of Study Apps, click the check mark in the upper right

corner. Icons for any and all applications selected will be displayed in the list.

Turn on and Apply Study Apps

Once the list of Study Apps is created it can be turned on and applied to the student devices in the class. If there
are no apps listed in Study Apps, all apps will be hidden on the devices with the exception of the Mosyle Manager

and Settings app.

Apply the Study Apps list to classes after they have been started by toggling on the Study Apps option in the

menu. Toggle off at any time to remove Study Apps.

Availability of Apps in Study Apps List

Administrators can configure the Mosyle account so that teachers are only able to select apps from the App

Store, Apps and Books token, or both when creating a Study Apps list.

e Access to Apps and Books token

Give teachers access to select apps from the Apps and Books token when creating a Study Apps list
under Management > Applications > Apps and Books > Click Edit for the token > Check the box 'Allow
teachers to use the licenses from this account to install applications from the "Study Apps" list when
starting a class. All licenses will be assigned using the method "device based™. The teacher will need to
be associated with the same location(s) that is allowed access to the Apps and Books token to view

and select apps.



By providing teachers with access to the Apps and Books token in Study Apps, by default, any apps
that are selected in Study Apps that are not yet installed on student iOS and iPadOS devices will

automatically be installed when the teacher turns on Study Apps.

e Access to App Store apps

Give teachers access to select apps from the App Store when creating a Study Apps list under My
School > Preferences > Other Settings > iOS/iPadOS > Check the box to "Allow teachers to search for

Study Apps on the App Store" > Click Save.

Select whether or not the apps selected by teachers from the App Store will automatically be installed
on iOS and iPadOS devices if not already installed when the teacher turns on Study Apps. Check the
box "Install application(s) chosen in "Study Apps" automatically when selected from the App Store" to
install apps selected. Uncheck the box to ensure the apps are not installed. When apps are installed

from the App Store users will be prompted to enter their Apple ID and password.

Study Sites

The Study Sites feature allows teachers to create a list of allowed websites for each class, allowing customization
of website access based on the unique characteristics of each group of students. The Study Sites configuration

will be applied to all students in the class.

When Study Sites is enabled, only the websites configured in the list will be accessible. Port 3180 is required for

the use of Study Sites.
study-sites.png
Notes:

e Study Sites utilizes a global proxy to only allow the sites listed. Since devices can only have one global
proxy profile installed at a time, any other global proxy configured in the Web Filter management profile
will be removed to install the configuration for Study Sites. When the class is over, the global proxy
configured in the Web Filter management profile will be reinstalled.

e If a specific global proxy is required on devices at all times, or if a DNS Proxy Extension is being
utilized, its recommended Administrators remove the option for teachers to use Study Sites under My
School > Preferences > Other Settings > iOS/iPadOS and macOS > Check the box "Do not allow
teachers to use "Study Sites™ > Save.


https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/study-sites/study-sites.png

e The configuration of Study Sites can interrupt the use of apps if all domains and subdomains needed
for the app are not listed and allowed in Study Sites.

e Mosyle, Google, and Apple domains will automatically be allowed to ensure proper communication
between the MDM and devices.

Access the Study Sites List

To access the list of Study Sites, navigate to the Mosyle Class Manager > Select the class > Click Study Sites

from the menu on the left side of the screen.

Add or Remove Apps in the Study Sites List

To create the list of Study Sites, select the class where the Study Sites will apply, then click Study Sites from the

menu on the left side of the screen.

e To add websites to the list, type the website URL in the field at the bottom of the screen and click the
“Allow domain” button. The domain will automatically be listed.

e To remove a domain, click the trashcan icon to the right of the domain to delete. Once all domains are
added, they will be displayed as a list of all allowed websites.

Websites added to the list of Study Sites will be available to students in the Mosyle Manager app under “My Web

Clips”. Clicking the link will navigate the students to the specified website.

Turn on and Apply Study Sites

Once the list of Study Sites is created it can be turned on and applied to the student devices in the class. If there
are no websites listed in Study Sites, all websites will be blocked on the devices with the exception of Mosyle and

Apple domains when Study Sites is turned on.

Apply the Study Sites list to classes after they have been started by toggling on the Study Sites option in the

menu. Toggle off at any time to remove Study Sites.

Heads Up

The Heads Up feature allows teachers to quickly disable/lock student devices to gain attention during a lesson or

explanation. The Heads Up configuration will be applied to all students in the class when it is turned on.
heads-up.png

Access Heads Up Configuration



https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/heads-up/heads-up.png

To access the Heads Up configuration, navigate to the Mosyle Class Manager > Select the class > Click Heads

Up! from the menu on the left side of the screen.

Customize the Heads Up Configuration

To customize the message in Heads Up, select the “Heads Up” option from the menu on the left. Next, click the

text on the blackboard and type in the message to be displayed on student devices.

Turn on and Apply Heads Up

Heads Up can only be applied after a class has been started by toggling on Heads Up from the menu on the left

side of the screen or by navigating to Heads Up and then clicking “Apply Heads Up”.

Heads Up can be turned off using one of the following methods:

e End the Class
e Use the toggle to turn the Heads Up feature “Off”

¢ Click “Remove Heads Up” button from the Heads Up screen

Safe Test

The Safe Test feature allows teachers to quickly lock student devices into a specific website, preventing students
from navigating to other online resources or browsing the Internet. The Safe Test configuration will be applied to

all students in the class when it is turned on.

safe-test.png

Access Safe Test Configuration

To access the Safe Test configuration, navigate to the Mosyle Class Manager > Select the class > Click Safe

Test from the menu on the left side of the screen.

Update the Safe Test Configuration

To update the website in Safe Test, select the “Safe Test” option from the menu on the left. Next, click the field to

enter the URL for the website that student devices will be locked into.


https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/safe-test/safe-test.png

Turn on and Apply Safe Test

Safe Test can only be applied after a class has been started. Once the class has been started, click Safe Test
from the menu on the left side of the screen. Enter the Locked URL or select the last locked URL and choose the

duration for Safe Test. When finished, click Apply Safe Test.

Safe Test can be turned off using one of the following methods:

e End the Class
¢ Use the toggle to turn the Safe Test feature “Off”

e Click “Disable Safe Test” button from the Safe Test screen

View History

In addition to applying the Safe Test feature, you can view the history of websites entered in Safe Test as well as

the date and time they were applied by clicking “View History”.

App Lock

The App Lock feature allows teachers to quickly lock student devices into a specific app, preventing students
from navigating to other resources or applications. The App Lock configuration will be applied to all students in

the class when it is turned on.
app-lock.png

Access App Lock Configuration

To access the App Lock configuration, navigate to the Mosyle Class Manager > Select the class > Click App Lock

from the menu on the left side of the screen.

Update the App Lock Configuration

To update the app selected in App Lock, select the “App Lock” option from the menu on the left. By default, all
apps selected in Study Apps will be displayed in a list to provide the option for a quick selection. If the teacher

would like to lock student devices into a different app, click Find App.

Turn on and Apply App Lock



https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/app-lock/app-lock.png

App Lock can only be applied after a class has been started. Once the class has been started, click App Lock
from the menu on the left side of the screen. Select the app and choose the duration for App Lock. When

finished, click Apply App Lock.

App Lock can be turned off using one of the following methods:

e End the Class
e Use the toggle to turn the App Lock feature “Off”
e Click “Disable App Lock” button from the App Lock screen

Quick Poll

The Quick Poll feature allows teachers to quickly survey students to receive feedback and/or instantly view the
level of student understanding. The Quick Poll configuration will be applied to all students in the class when it is

turned on.
quick-poll.png

Access Quick Poll

To access Quick Poll, navigate to the Mosyle Class Manager > Select the class > Click Quick Poll from the menu

on the left side of the screen.

Create a Quick Poll

To create a Quick Poll, select the “Quick Poll” option from the menu on the left. Enter the question that will be
presented to students and choose whether the response should be a Short Answer or Multiple Choice. If Multiple
Choice, enter the available options. If additional multiple choice options are needed, click the button “Add more

options”.

Turn on and Apply Quick Poll

Quick Poll can only be applied after a class has been started. Once the class has been started, click Quick Poll
from the menu on the left side of the screen. Enter the question, select the response type, and choose the
duration for the Quick Poll. When finished, click Apply Quick Poll.

After the Quick Poll is applied, student devices will be locked into the Mosyle Manager application until they

provide a response to the Quick Poll or until the class ends. Teachers will be directed to a screen that will show


https://academy.mosyle.com/assets/images/courses/manager-msp-certification/lesson-8/8.2-class-manager-features/quick-poll/quick-poll.png

students responses in real-time.

Quick Poll can be turned off using one of the following methods:

e End the Class
e Use the toggle to turn the Quick Poll feature “Off”

e Click “Finish Quick Poll” button from the Quick Poll screen

View History

In addition to applying the Quick Poll feature, you can view the history of polls delivered, the date and time in

which they were delivered, as well as student responses by clicking “View History”.

Class Manager Settings

Teachers can access Settings for each class by going to Class Manager > Select a class > Settings from the

menu on the left. Some available options that can be configured include:

Class Nickname

Personalize the name of the class. The class will be displayed with the nickname in the Class Manager app and

in the Apple Classroom app.

Share Management

Share Management of the class with other teachers for a specified duration. Choose to provide access for the

day or until the next day.

Request Apps

Mosyle Administrators can allow teachers to request applications to be deployed to their student devices under
My School > Preferences > Other Settings > iOS/iPadOS > Check or Uncheck the box "Allow teachers to send
app requests to administrators". When finished, click Save.

Teachers can request applications by going to Class Manager > Select the class > Click Request Apps from the
menu on the left side of the Manage iOS/iPadOS screen. Search for apps from the App Store to add to the
request. After selecting the apps to add, choose the class(es) the apps should be deployed. When finished, click

Save.



Administrators will receive the request in the Alerts area of the Mosyle Web Panel. Configure to receive the Alert

by email under Management > Alerts > Click Config for Alerts via email.



Apple Classroom app

Overview

Apple Classroom is an app available for teachers to assist with the management of supported iPad and Mac

devices. Click here for more information about Classroom.

Requirements

e WiFi with client-to-client communication allowed

e Ports 3284 and 3285 need to be released

e Bluetooth must be turned on and devices must be within range

e Student devices cannot have Airplane mode or Do Not Disturb enabled

e iPad devices running iOS 9.3 or later, Mac devices running macOS 10.14.4 or later. In order to take full
advantage of all Classroom features, it is recommended both teacher and student devices are running
the latest versions of macOS and iOS/iPadOS.

¢ Click here for additional network requirements

Requirements may vary depending on the type of classes configured in the Apple Classroom app. Please visit

the following Apple User Guides for additional information:

e Classroom User Guide for iPad

e Classroom User Guide for Mac

Installing the Classroom App

Before teachers can use and access the Classroom app it must be installed on the devices. Mosyle
Administrators can deploy the app to devices using device based licensing via the Install App profile. When using

MDM-synced classes, only teacher devices need the Classroom app. To install the app, follow the steps below:

1. Obtain licenses for the Classroom app in Apple School Manager


https://support.apple.com/en-md/guide/classroom/cla6d39b9338/ipados
https://support.apple.com/en-us/HT210060
https://support.apple.com/en-md/guide/classroom/welcome/ipados
https://support.apple.com/en-md/guide/classroom/welcome/mac

2. Make sure the licenses are synced in Mosyle under Management > Applications > Apple Apps and
Books > Click the token > Update

3. Create the Install App profile under Management > Install app

4. Choose the Apps and Books token as the installation source, select the app and choose users/devices
to assign the profile

5. Click Save

Configuring the Classroom App

Currently there are three methods for syncing classes to the Apple Classroom app: MDM-synced classes,
classes synced with Apple School Manager, and unmanaged classes. For MDM-synced classes, the Education
Configuration profile is required on devices. The Education Configuration profile will automatically be installed on
1:1 devices assigned to students or teachers with classes assigned and on Apple Shared iPad devices after a

user logs in with their Managed Apple ID.

When using classes synced with Apple School Manager and unmanaged classes, the Education Configuration
profile should not be installed as it could create a conflict. The automatic installation of the Education

Configuration profile can be turned off using one of the methods below:

e By Location: Go to My School > Hierarchy > Locations > Select the location > Check the box "Do not
install the Education Profile for any students or teachers at this location. If the users belong to more
than one location the education profile will not be installed for either location." > Click Save

e iOS/iPadOS Only: Go to My School > Preferences > Other Settings > iOS/iPadOS > Uncheck the box
"Automatically install and update the Education Configuration profile for Apple Classroom app on all
devices and allow teachers to use the Education Configuration profile during "Start Class" in Mosyle
Class Manager." > Click Save

e macOS Only: Go to My School > Preferences > Other Settings > macOS > Uncheck the box
"Automatically install and update the Education Configuration profile for Apple Classroom app on all
devices and allow teachers to use the Education Configuration profile during "Start Class" in Mosyle
Class Manager." > Click Save

Using any of the methods above to turn off the automatic installation of the Education Configuration profile will

trigger removal commands for the profile on any devices that currently have it installed.



Reinstalling the Education
Configuration profile

If needed, the Education Configuration profile can be reinstalled on the devices using one of the methods below:

¢ In Bulk: Management > Devices Overview > Select the devices > Menu Option: Send Educational
Profile

¢ Individual Devices: Management > Devices Overview > Click the device name to bring up the device
info window > Menu Option: Send Educational Profile

Note: If any of the options to not automatically install the educational profile are selected, no commands will be

generated.

Apple Classroom for User Enrolled
Devices

Per Apple's MDM protocol, devices enrolled using User Enrollment cannot receive the Education Configuration
profile to set up MDM-synced classes. In this case, teachers can make use of unmanaged classes which can be

configured manually on the devices. Click here for more information about unmanaged classes in Apple

Classroom.

Restrictions Available to Facilitate the
use of Apple Classroom

Restrictions are available for supervised devices enrolled in the MDM to force certain permissions for the Apple

Classroom app. Below are the available restrictions for each OS platform.


https://support.apple.com/en-md/guide/classroom/cla540cff601/ipados
https://support.apple.com/en-md/guide/classroom/cla540cff601/ipados

iOS & iPadOS Restrictions

The following restrictions are available for supervised iPad devices under Management > Restrictions.

e Do not allow observation via Classroom: When enabled this restriction, Classroom app cannot see the
device screen.

e Force Permission to leave classes: When this restriction is enabled, a student enrolled in an
unmanaged course via Classroom will need to request the teacher's permission when attempting to
leave the course (iI0S 11.3 or higher).

e Force Screen Viewing permission via Classroom app: When enabled, students will not be required to
authorize Screen Viewing regardless of the Education profile option configured in the Location
registration within Mosyle (iOS 10.3 or higher).

e Automatically join Classroom without prompting: When this restriction is enabled, student devices will
automatically join Classroom when the teacher requests, without prompting student permission (i0S 11
or higher).

¢ Allow Classroom to lock to an app and lock device without prompting: When this restriction is enabled,
teachers will be able to lock student devices into an app or lock the device, without prompting student
permission (iOS 11 or higher).

e Force Unprompted Managed Classroom Screen Observation: When this restriction is enabled, teachers
will be able to view the screens of student devices, without prompting student permission (iOS 11 or
higher).

macOS Restrictions

The following restrictions are available for supervised Mac devices under Management > Restrictions >

Functionality tab.

e Do not allow remote screen observation by the Classroom App (macOS 10.14.4 or higher)

Automatically join Classroom classes without prompting (macOS 10.14.4 or higher)

Force teacher permission to leave Classroom unmanaged classes (macOS 10.14.4 or higher)

Allow Classroom to lock the device without prompting (macOS 10.14.4 or higher)

Allow Classroom to perform AirPlay and View Screen without prompting (macOS 10.14.4 or higher and
requires the installation of the Education Configuration profile from the MDM)



